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» many types of hard- and software

v

> 100 subsystems,
10,000s of devices,
100,000s of measurement points

v

thousands of physicists/engineers/workers

high reliability and resilience expectations
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SIMATIC

WinCC Open Architecture

» two frameworks (UNICOS, JCOP) built on top
» Control (CTRL): proprietary scripting language
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until recently no automated unit test support

v

v

frequent changes in execution environment

v

(mostly) manual verification

v

big expenses (time) on QA side
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Testing

o WNRE

f(x){
if GLOBAL VAR:
return dbGet(x)
else:
return —1

OUA WN -

test f(){
dbSet("test",5) // prepare
GLOBAL VAR = True
x = f("test") // act
assert(x == 5) // assert

f(x)

Test case for f(x)
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What do we want?

AR /

@,
</STT<L/> > 5/
code test cases

Iterative TEst Case System

> regression testing

v

consider dependencies
automatic test case generation (ATCG)

v

build on existing research & tools

v

» generate unit & component tests
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» source code based

» black-box (function signature) vs. white-box (function
body)
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oA WNKE

Semi-purification

> replace dependencies with parameters

f(x){
if GLOBAL VAR:
return dpGet(x)
else:
return —1

OUThWNH

f sp(x,a,b){
Tif a:
return b
else:
return —1

A non-pure function

Semi-purified £ (x)
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Considering

Semi-purification Execution

O hAWNRE

Environment

Resilience:
A White-Box
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» replace dependencies with parameters o
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f(x){ 1| f_sp(x,a,b){ D. Buchs
if GLOBAL_ VAR: 2 if a:
return dpGet(x) 3 return b
else: 4 else:
return —1 5 return —1
} 6| }
A non-pure function Semi-purified f (x)

1| test f sp(){
2 x = f("test" ,True,5) // act
3 assert(x == 5) // assert
4|}

Test case

9/21



[

COVWoO~NOUAWNK

. L N Considerin,
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Approach
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functionA (x){ 1| functionA sp(x,y){
a = functionB (x) 2 a = functionB(x,y)
return a 3 return a
4
5
functionB (x){ 6 functionB _sp(x,y){
b = GLOBAL VAR 7 b=y
b++ B 8 b++
return b 9 return b
} 0] 3
Function with SRC Semi-purified w. SRC
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a = functionB (x) 2 a = functionB(x,y)
return a 3 return a
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functionB (x){ 6 functionB _sp(x,y){
b = GLOBAL VAR 7 b=y
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return b 9 return b
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Semi-purification: Concept
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» code contains dependencies
» global variables, data base values, subroutine calls, D [Euelis

other resources
» manual way: test doubles (mocks, stubs, fakes, ...)

[MEOS6]

» remove dependencies
» based on localization [SW03, SK13]
» input parameters instead of dependencies
» use any ATCG (black- and white-box)
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Figure: Test case generation schema

» P ...Parameters P TI ... Test Input
P> D ...Dependencies P TS ... Test Setup Routine
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» Loops

» Shared Subroutines

» Concurrency
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SP: Bottlenecks (cont.)

» Loops

oA WNH

sleepUntilReady (){ // a = bool

while dpGet(notReadyDP):
sleep(5) // sleep for 5 seconds

A semi-purified loop
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SP: Bottlenecks (cont.)

» Loops
1| sleepUntilReady(a){ // a = bool
2
3 while a:// replaces dpGet(notReadyDP)
4 sleep(5) // sleep for 5 seconds
5
6| 3
A semi-purified loop
Test Cases:

» a: False = loop not executed
» a: True = endless loop
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SP: Bottlenecks (cont.)

» Loops
1| sleepUntilReady(a){ // a = [bool]
2 i=0
3 while a[i]:// replaces dpGet(notReadyDP)
4 sleep(5) // sleep for 5 seconds
5 i++
6| }
A semi-purified loop
Test Cases:

» a: [False]= loop not executed

» a: [True, True, ..., False] = loop execution

Questions:
» how long should the list be?
» how to modify correctly?

» Test modified code or w. threads?
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1 var SPEED VAR =1
A — Berges,
2| adjustSpeed(){ D. Bguchs
3 x = getTheSpeed()
4 if x < 10 :
5 doubleTheSpeed ()
6| }
CuT
1| getTheSpeed(){ 1| doubleTheSpeed(){
2 return SPEED_ VAR 2 speed = SPEED_ VAR
3 3 SPEED VAR
Subroutine 1 Subroutine 2
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SP: Bottlenecks (cont.)

» Shared subroutine dependencies

1 SPEE VAR

2 dJustSpeed(){

3 X =g tTheSpeed()

4 |f x :

5 dou IeTheSpeed()

6

CuT
1| getTheSpeed(){ doubleTheSpeed (){ /
2 return SPEED_ VAR speed = SPEED_ VAR
3 3 ~—SPEED VAR
Subroutine 1 Subroutine 2
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doubleThéSpeed ()

1

2 adjustSpeed (a){ DBeéguecsl"ls
3 x = getTheSpeed(a) ’

4 if x < 10 :

5

6

cuT

doubleTheSpeed (){

1| getTheSpeed(a){ 1

2 return a // SPEED_ VAR 2 speed = SPEED_ VAR

3 3 SPEED VAR
Subroutine 1 Subroutine 2
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Environment
Resilience:
A White-Box
. . Approach
» Shared subroutine dependencies
S.Klikovits,
D. Lawrence,

1 M. Gonzalez-
2| adjustSpeed(a, b){ DBeéguecS":s
3 x = getTheSpeed(a) ’
4 if x < 10 :
5 doubleTheSpeed (b)
6| }
CuT
1| getTheSpeed(a){ 1| doubleTheSpeed(b){
2 return a // SPEED_ VAR 2 speed = b // SPEED_ VAR
3 3 b = speed*2
Subroutine 1 Subroutine 2

15/21



SP: Bottlenecks (cont.)

» Shared subroutine dependencies

DU AWN -

adjustSpeed (a, b){

x = getTheSpeedga)

if x < 10
eed(b)i\

doubleThe

getTheSpeed(aﬁ
return a // SPEED_ VAR

WN =

cuT
1 doubleTheSpeed(b)’{/
2 speed = b // SPEED_ VAR
3 b = speed*2

Subroutine 1

Subroutine 2
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SP: Bottlenecks (cont.)

» Shared subroutine dependencies

DU AWN -

adjustSpeed (a
x = getTheSp

if x < 10

doubleTheSgeed (b

getTheSpeed(aﬁ
return a // SPEED_ VAR

WN =

-

doubleTheSpeed(b)’{/
speed = b // SPEED_ VAR
b = speed*2

Subroutine 1

Subroutine 2
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SP: Bottlenecks (cont.)

» Shared subroutine dependencies

DU AWN -

adjustSpeed (a
x = getTheSp

if x < 10

doubleTheSgeed (b

getTheSpeed(aﬁ
return a // SPEED_ VAR

WN =

-

doubleTheSpeed(b)’{/
speed = b // SPEED_ VAR
b = speed*2

Subroutine 1

Subroutine 2

» BUT: a and b replace the same dependency
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Figure: WinCC OA’s manager concept
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» access to ALL data points

» 100+ sub-systems
» discover dirty read/write scenarios (adjustSpeed())
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Semi-purification
» remove dependencies
» facilitate unit tests generation

» use black-box techniques on all code
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What's next?
» connect to test framework & roll-out
» intrinsic domain information
compare different ATCG

research into bottlenecks

v

v
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